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The	rise	of	BYOD	(Bring	Your	Own	Device)	across	the	business	landscape	is	presenting	business	owners	with	a	unique	set	of	challenges.David	Willis,	Vice	President	and	Analyst	at	Gartner	said:	"The	market	for	mobile	devices	is	booming	and	the	basic	device	used	in	business	compared	to	those	used	by	consumers	is	converging.	Simultaneously,
advances	in	network	performance	allow	the	personal	device	to	be	married	to	powerful	software	that	resides	in	the	cloud."Download	TeamViewer	9	for	WindowsWhat	this	means	for	business	owners	is	that	the	mobile	devices	that	are	being	used	across	their	organisations	need	to	be	properly	managed	to	ensure	they	fall	within	the	security	and	data
management	policy	that	is	applied	to	desktop	and	notebook	computers.In	practice,	this	means	developing	a	new	system	to	ensure	that	data	on	these	devices	is	backed	up	and	software	upgrades	and	other	enhancement	can	be	performed	without	a	time	and	resource	overhead.BYOD:	how	workers'	own	devices	can	help	remote	workingBrian	Horsburgh,
Regional	Sales	Manager,	Dell	KACE	advised:	"Supporting	BYOD	means	expanding	your	estate	from	one	set	of	machines	to	a	plethora	of	potential	assets.	Rather	than	one	Windows	operating	system	and	one	hardware	type,	companies	can	have	different	OS	and	hardware	types	to	consider	as	well	as	multiple	types	of	device.Users	can	be	working	on
different	assets	based	on	where	they	are	and	what	task	they	are	doing	at	any	given	time.	This	blend	of	IT	needs	management,	so	being	able	to	handle	different	OS	and	device	types	is	a	must-have."Managing	devicesFor	small	businesses,	IT	management	can	be	a	major	drain	on	their	resources.	Add	BYOD	into	the	mix	and	it	is	very	easy	to	suddenly	have
a	data	environment	that	is	hard	to	manage	and	is	not	secure.	Dell	comments:"Ensuring	secure	access	to	and	protection	of	corporate	data	and	applications	on	mobile	devices	is	one	of	the	most	complex	challenges	facing	IT.	In	an	"anytime,	anywhere,	any	device"	environment,	IT	needs	to	empower	employees	to	work	on	their	device	of	choice,	while	still
ensuring	the	security	compliance	and	data	loss	prevention	necessary	to	obtain	enhanced	employee	productivity."What	this	means	is	that	devices	need	to	have	what	can	be	sensitive	data	regularly	backed	up	as	part	of	your	business'	usual	data	management	and	integrity	regime.	In	addition,	as	these	mobile	devices	become	ubiquitous	and	grow	in
number,	updating	these	devices	also	needs	to	be	managed	efficiently.How	flexible	working	has	come	of	ageAs	BYOD	has	proliferated,	these	management	systems	have	rapidly	evolved.	Today	systems	including	Mobile	Application	Management	(MAM)	and	Mobile	Device	Management	(MDM)	can	be	used	to	manage	a	BYOD	data	environment.	These
systems	are	increasingly	becoming	important	as	Dell's	Brian	Horsburgh	explained:"There	are	problems	around	ownership	of	assets	–	if	a	user	is	working	on	their	device	and	needs	a	new	application,	then	who	owns	that	asset?	Managing	this	in	the	right	way	means	knowing	who	has	what	assets	in	the	first	place,	what	additional	assets	the	job	role	may
require,	and	then	keeping	track	of	those	applications	or	devices	in	the	longer	term.	In	a	high-profile	case	that	came	to	light	in	2012,	fraudulent	versions	of	popular	mobile	games	like	Angry	Birds	were	found	to	have	racked	up	nearly	£28,000	in	premium	rate	calls,	demonstrating	the	very	real	dangers	of	rogue	apps"What	is	clear	is	that	small	business
in	particular	that	want	to	leverage	the	advantages	that	mobile	data	devices	offers	them	must	bring	these	devices	into	their	organisation's	wider	data	management	polices.	Hefty	fines	have	already	been	given	for	data	breaches	on	mobile	devices,	and	with	security	being	at	the	forefront	of	today's	data-driven	business,	developing	a	360-degree	approach
to	data	and	device	management	is	a	commercial	imperative.	In	essence	managing	your	mobile	data	devices	can	be	achieved	in	three	steps:Define	your	IT	requirements	-	Placing	mobile	data	device	within	the	wider	IT	management	of	your	business	is	now	vital.	Audit	your	business'	existing	use	of	mobile	devices	and	how	this	will	evolve	over	time.	Assess
how	apps	will	be	managed	and	updated.	How	security	will	be	implemented	and	lastly,	how	data	will	be	backed	up	to	avoid	loss.Define	your	legal	requirements	-	What	has	become	abundantly	clear	is	that	BYOD	has	revealed	a	number	of	legal	issues	that	all	businesses	must	address.	The	use	of	personal	smartphones	and	tablet	PCs,	and	managing	the
apps	and	data	these	devices	contain	is	vital	to	appreciate.	Look	closely	at	your	business'	legal	standing	when	using	apps	and	of	course	how	your	business'	security	policy	needs	to	be	extended	to	these	mobile	devices.Implement	MDM	services	-	Updating	apps	and	backing	up	data	can	be	managed	by	an	MDM.	When	contemplating	these	applications
consider	the	ease	of	administration,	the	platform's	flexibility,	whether	the	services	leverages	your	existing	IT	infrastructure,	how	security	is	managed	and	whether	particular	user	groups	can	be	defined	for	app	or	security	updates.Said	Ram	Varadarajan,	General	Manager,	New	Business	Innovation,	CA	Technologies.	"The	potential	of	not	complying	with
key	regulations,	inadvertent	dissemination	of	corporate	information,	or	negatively	impacting	brand	reputation	because	of	poor	customer	experience	though	a	mobile	application	shopping	experience,	are	just	a	few	examples	of	risks	faced	by	organizations	that	do	not	have	an	enterprise-wide	mobility	strategy."With	Dell	in	its	whitepaper	Embracing
BYOD	concluding:	"A	wide	range	of	MDM	vendors	offer	tools	for	tracking	and	securing	mobile	devices,	and	many	offer	features	like	file	synchronization,	app	sandboxing	and	secure	network	tunnels	for	corporate	data.	The	Gartner	Magic	Quadrant	provides	a	good	survey	of	the	current	major	players.	Over	time,	we	expect	to	see	more	and	more	MDM
features	included	in	the	major	endpoint	management	solutions	from	Dell,	Microsoft,	Symantec	and	others."What	is	clear	is	that	BYOD	is	here	to	stay.	Business	owners	will	increasingly	have	to	accommodate	these	devices	across	their	business	landscape.	Developing	a	comprehensive	and	integrated	data	backup	and	application	updating	service	now	will
enable	smaller	enterprises	in	particular	to	reap	the	rewards	that	BYOD	offers.Mobile	working:	the	kit	you	need	to	succeed	You	can	outsource	a	project,	but	you	can	never	outsource	management	of	a	project.	As	outsourcing	has	grown	to	be	a	major	tool	in	business	projects,	that	maxim	has	been	touted	widely.	But	the	devil's	in	the	details.	How,	exactly,
do	you	manage	an	outsourced	project?	The	folks	at	Marriott	International	Inc.	are	betting	that	they	know	the	answer,	and	it	may	be	simpler	than	you	think.	"An	overriding	principle	at	Marriott	is	that	how	we	run	an	outsourced	project	and	how	we	run	an	insourced	project	is	the	same,"	says	Howard	Melnick,	senior	vice	president	of	information
resources	application	services.	The	Bethesda,	Md.-based	hotel	management	company	has	developed	a	set	of	project	management	processes	to	assign	and	track	all	project	tasks	and	standardize	metrics	and	reporting,	regardless	of	who	does	the	actual	work.	Project	managers	Michael	Cullen	(left),	Kent	Petty	and	Yutta	Shelton	of	Marriott
International.Image	Credit:	Chris	HartloveA	case	in	point	is	OCEANS	(One	Corporate	Enterprise	Advanced	New-world	System),	a	multiyear,	multi-million-dollar	project	to	transform	Marriott's	long-standing	practice	of	managing	finance	and	accounting	processes	at	the	hotel	level.	The	multiphased	initiative	will	ultimately	deliver	a	single,	worldwide
financial	overview	using	a	unified,	scalable	application	architecture	and	PeopleSoft	and	Oracle	financial	software.	Accenture	Ltd.	provides	most	of	the	IT	services.	Marriott	doesn't	see	outsourcing	as	a	way	to	cut	costs	or	get	rid	of	a	problem.	It's	a	way	to	add	temporary	expert	staff	and	save	time	on	a	project	like	OCEANS,	"where	I	need	100	people,
but	I	won't	need	them	forever,"	says	Melnick.	Governance	Marriott's	project	methodology	is	built	around	accountability	and	governance,	so	an	outsourced	project	is	never	farmed	out	and	forgotten.	"And	it's	not	like	we	have	someone	just	watching	the	outsourcer	work,"	Melnick	says.	"We	are	ultimately	accountable	for	the	project,	so	to	that	end,	we
work	with	the	outsourcer	to	get	it	done."	That	collaboration	starts	at	the	top.	"We	have	a	very	formal	governance	process,"	Melnick	says.	Governance	of	the	OCEANS	project	starts	with	a	high-level	steering	committee.	It	is	made	up	of	Melnick;	Pam	Murray,	executive	vice	president	and	general	manager	of	enterprise	accounting	services;	and	Paul
Chiu,	the	Accenture	partner	in	charge	of	the	Marriott/Accenture	relationship.	"We	make	up	the	three-legged	stool	of	governance,"	Melnick	says.	"We	take	that	model	and	drive	it	down	through	the	organization."	At	the	next	level	are	the	top	project	managers.	Kent	Petty,	vice	president	of	information	resources	application	services,	is	the	IT	person
accountable	for	all	financial	systems.	Michael	Cullen,	vice	president	of	finance	and	accounting,	oversees	the	business	component.	Yutta	Shelton,	a	partner	at	Accenture,	manages	the	outsourced	leg.	On	a	large	project	like	OCEANS,	the	steering	committee	meets	as	needed	but	at	least	monthly.	"And	we	might	have	to	get	together	at	7:00	in	the
morning	because	we	have	an	urgent	issue,"	Melnick	says.	But	most	issues	are	resolved	before	they	get	to	his	level.	"We'll	start	with	the	project	managers	[of	individual	projects	within	OCEANS]	and	say,	'You	have	three	business	days	to	get	this	resolved.'	If	they	can't,	we	bump	it	up	a	level	to	Kent,	Michael	and	Yutta.	If	they	can't	get	it	resolved,	it
comes	to	me,	Pam	and	Paul."	The	three-legged	stool	is	pretty	close	to	a	partnership	of	equals.	"My	focus	is	to	ensure	that	we	maintain	the	integrity	of	the	original	business	case,"	says	Cullen,	the	business	lead.	"But	we	work	in	tandem.	There	were	times	when	they	would	meet	with	senior	finance	people	and	I	wouldn't	be	there,	and	there	were	times
when	I	met	with	the	architecture	team	and	they	wouldn't	be	there."	Cullen	explains	how	each	leg	of	the	stool	works.	"These	initiatives	are	far-reaching	in	terms	of	who	you	need	to	engage,"	he	says.	"Finance	touches	just	about	every	system	and	part	of	the	organization.	So	there	are	dozens	and	dozens	of	people	in	the	IT	group	who	need	to	be	engaged.
Kent	provides	that."	For	specific	Oracle	or	PeopleSoft	expertise,	"Paul	and	Yutta	can	reach	into	their	bench	of	expertise,	whether	for	a	week,	a	month	or	a	year,"	he	adds.	Cullen's	role	is	to	engage	and	align	the	finance	community.	"It's	pretty	seamless,"	he	says.	"I	judge	the	success	of	a	project	partly	on	whether,	if	an	outsider	came	in,	he	couldn't	tell
the	difference	between	a	Marriott	IT	person,	a	business	person	and	a	consultant."	Culture	The	apparent	simplicity	of	the	three-legged	stool	is	deceptive.	It	means	that	an	outsourced	project	takes	just	as	much	time	and	effort	from	IT	and	business	management	as	an	in-house	project.	And	in	one	area	--	personnel	--	it	takes	even	more.	Marriott	typically
chooses	the	outsourcer	through	a	comprehensive,	competitive	request	for	proposals	(RFP)	process.	Among	the	most	important	factors	it	considers	is	cultural	fit.	"You	have	to	pick	the	partner	that	is	culturally	aligned	with	your	organization,"	Cullen	says.	That	goes	for	the	individuals	as	well	as	the	company	as	a	whole.	"We	approve	all	the	team	leads,
and	we	interview	all	the	key	people,"	Melnick	says.	"Although	everyone	they	may	submit	may	be	competent,	the	chemistry	is	also	important."	The	result	of	this	attention	to	personnel	upfront	is	long-term	relationships	with	individuals	that	sometimes	transcend	specific	projects.	For	example,	as	an	Accenture	employee,	Shelton	has	been	working	with
Marriott	for	years.	"We	get	a	really	good	cultural	fit,	and	we	get	continuity	as	well	because	we're	not	retraining	people,"	Melnick	explains.	"We're	looking	to	create	a	strategic	relationship	[with	the	outsourcer],	not	a	one-off	transaction.	We	hope	this	is	a	win	for	both	parties.	It	could	be	a	multiple-year	relationship,	so	you	think	about	things	in	a	longer
context	--	much	different	than	if	it	were	one	transaction."	Once	an	outsourcer	is	engaged,	Marriott	spends	time	on	team-building.	Many	of	the	OCEANS	team	members	recall	a	team-building	exercise	for	an	earlier	project	with	Accenture.	They	all	went	to	Annapolis,	Md.,	where	mixed	crews	of	IT,	business	and	Accenture	people	were	given	small
sailboats.	But	it	wasn't	a	race;	the	goal	was	to	get	all	the	boats	to	cross	the	finish	line	at	the	same	time.	"Seven	years	later,	people	still	remember	it,"	Melnick	says.	"It	created	a	sense	of	unity	around	a	common	set	of	goals.	It	doesn't	really	help	me	to	say,	'Great	news:	Marriott	is	delivering	on	all	their	commitments,	but	the	outsourcer	isn't.'	"	How
closely	do	the	Marriott	project	managers	work	with	the	outsourcer?	"I	know	Yutta's	kids'	names	and	birthdays,"	says	Petty,	the	IT	lead.	"There's	quite	a	bit	of	interaction.	I've	had	two	meetings	with	her	today	already."	Shelton	says	Marriott's	skin-in-the-game	approach	makes	a	big	difference.	"Having	the	same	core	values	and	the	same	degree	of
accountability	at	all	levels	of	all	of	the	organizations	is	key,"	she	explains.	Accountability	Marriott's	integrated	view	of	the	outsourcer's	role	eschews	the	conventional	wisdom	of	budgeting	x	percent	of	a	project's	funds	for	outsourcer	management.	"We	don't	think	of	it	as	a	straight	percentage,"	Melnick	says.	"We	think	of	it	more	as,	'Do	we	have	the
right	roles	covered?'	"	Having	the	roles	covered	is	shorthand	for	what's	at	the	heart	of	Marriott's	project	management	process:	accountability.	The	company's	understanding	of	what	accountability	means	and	its	processes	to	ensure	it	allow	the	outsourcer	to	be	integrated	seamlessly	into	the	project.	Accountability	starts	with	an	end-to-end	project	plan
from	business	case	to	postmortem,	and	the	outsourcer	is	intimately	involved.	"You	need	to	bring	in	the	outsourcer	as	early	as	you	can	to	help	build	out	the	project	plan,"	Melnick	says.	That	plan	includes	components	from	technology	to	training	and	change	management,	"because	you	could	have	the	technology	work	perfectly	and	not	get	the	benefits,"



he	adds.	Then	the	planners	dive	down	into	specific	tasks	where	accountability	is	assigned,	confirmed	and	monitored	through	a	simple	spreadsheet	called	the	RACI	(short	for	"responsible,	accountable,	consult,	inform")	document.	Marriott	sees	those	as	the	key	roles	in	any	project.	In	the	course	of	planning,	Petty,	Cullen	and	Shelton	consider	each	task
and	determine	who	will	ultimately	be	accountable	for	getting	it	done,	who	will	be	responsible	for	actually	doing	it,	who	must	be	consulted	along	the	way	and	who	needs	to	be	informed	about	it.	This	prevents	internecine	squabbling	and	finger-pointing	and	makes	it	far	less	likely	that	toes	will	be	stepped	on	or	that	tasks	will	slip	in	the	course	of	the
work.	"It's	a	way	of	thinking,"	Melnick	says.	"We're	used	to	working	in	this	way,	and	it	clears	up	a	lot	of	misunderstandings."	Standards	Once	the	tasks	begin,	Marriott's	proc-esses	and	methodologies	require	that	no	matter	who	does	what,	it	will	all	be	done	to	the	same	standards.	Melnick	calls	this	"one	of	the	key	components	of	our	success.	You	have
the	same	mechanisms	for	how	you	report,	how	you	manage	the	project,	how	you	measure	success,"	he	says.	"We	manage	by	our	metrics;	we	live	and	die	by	our	numbers,"	Petty	adds.	Having	strong	methodologies	heads	off	a	common	problem	with	outsourcing,	says	John	Whitridge,	vice	president	of	information	resources	enterprise	architecture	at
Marriott.	"If	this	methodology	didn't	exist,	when	you	bring	in	someone	from	the	outside,	they	would	bring	their	own.	But	because	this	is	so	institutionalized,	there's	no	vacuum	to	fill."	The	result:	"When	you	manage	projects,	it's	a	lot	more	consistent,"	he	says.	One	of	those	methodologies	is	earned	value	accounting.	Marriott	breaks	down	internal	and
outsourced	projects	into	manageable	chunks	and	does	regular	earned-value	assessments.	When	an	assessment	shows	slippage,	the	project	managers	determine	what	has	changed,	why	and	how	they	can	make	a	course	correction.	All	Marriott	projects	also	use	identical	metrics	and	reporting	vehicles,	such	as	scorecards.	"We	have	that	consistent
management,	project	after	project,"	Petty	says.	"I	don't	have	to	figure	out	which	tool	I'm	using	for	this	project,	which	methodology	is	prescribed.	Whether	the	project	is	in	the	finance	group,	the	HR	group	or	the	sales	group,	it's	consistent	across	the	company."	That	consistency	is	largely	thanks	to	Toni	McDermott,	vice	president	of	enterprise
architecture	process	and	security	domains,	who	designs	the	training	and	processes	that	enable	consistent	application	development.	"It's	all	about	standard,	repeatable	processes,"	she	says.	"We	wanted	to	provide	better	customer	service,	be	more	efficient,	deliver	a	similar	customer	experience,	deliver	on	time	on	budget	and	hit	quality."	To	do	that,	her
group	developed	a	tool	kit	that,	through	standard	terminology,	processes	and	training,	has	changed	the	project	management	culture.	"We	wanted	something	that	would	work	on	a	small	project	and	a	large	project,	insourced	and	outsourced,	custom	or	[commercial	off-the-shelf].	So	it	has	a	lot	of	flexibility,	but	between	the	language	and	the	templates
and	standards,	it's	given	us	a	way	to	communicate	across	the	organization,"	she	says.	"And	having	these	templates	really	speeds	things	up."	The	people	on	the	front	lines	of	project	management	say	Marriott's	three-legged-stool	approach	works.	"I've	been	in	this	type	of	role	for	10	years,	and	in	the	first	half	of	that	time,	we	didn't	use	this	model,"	Cullen
says.	"There's	a	significant	difference	in	what	I	experience."	While	the	relationship	between	IT	and	the	business	has	always	been	strong,	he	says,	"the	difference	is	how	we	view	the	outsourcer:	They're	more	than	a	vendor;	they're	a	partner.	Their	success	is	our	success.	If	you	view	them	as	a	vendor	and	you	try	to	manage	margins,	it's	a	different
mentality.	"Having	the	three-legged	stool	brings	deep	subject-matter	expertise	and	the	deep	relationships	required	to	engage	the	appropriate	stakeholders,"	he	says.	"The	combination	is	critical."	Accenture's	Shelton	agrees.	"Once	we	start	the	race,	there	is	only	one	color	jersey,"	she	says.	"If	somebody	falls,	we	pick	him	up	and	keep	on	going.	We	all
have	to	cross	the	finish	line	to	win."	Copyright	©	2006	IDG	Communications,	Inc.
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